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1.1 XHEfET

AXEBNAT Allwinner REHENARSTHEE. TETEMNARETF normal AR B, BE
WHRe. ¥2B5h (Secure Boot) . REAR4 (Secure OS) . ¥£MNA (Trusted apps)
EHmE. AXMBHERE. £2B5 (Secure Boot) . KEARHY (Secure 0S) . RENAM
F%& (TA/CA FF&3851) « BEHEAEME. RELARAKE Flash TWMBRE/LNHEHITHS.

1.2 BifigE )

Allwinner FFEMHEXFERAZR

1.3 EAEHE

Allwinner }{FE4S

Allwinner £/ 4.9 S{ESRZAR kernel HEGF &
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2.1 BERAENA

LERGRETRHEGNHNREBRAL R, HXEENRRERSZRNVTEMS. REME.
AR, NMTARGRE— NI ENEITIFR,

2.2 REEMNE

2.2.1 BUEMEZEE ]
>Q
a. BAX P, HE&MFEHX A, FRABAX,
b. BX Y, MERFEHIXZA, HRAEX,
c. NEZE X E(D) BFEMMEBXEIZ M B E BB —FiEiix R,
d. &5 Ko HEZMEBENRBEEZFHIKESE,
R T e A vy  [meEz] PXF
ﬁ?{e Dxd
#x
n#EERLKe B HHRLKd
& 2-1: MERZE T

2.2.2° MNERE

a. WMMNERZE: %, BERNEE—1EH. il AES i,
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R HE—EBTME S—URTARE. i RSA Wik, -
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2.2.3 FEE5IH

VFER: RFERZRINNBANEBERASHFRERANNA, AFEIRIEEEEHERE
HOERREN, ERERETIAIELSIN; IRIEERSBELRFREIALERBEIEMEDR,
EENXHBEIRXMN
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SHA256
SR
y
) |RSATLEA o
. ]
&

2-4: BFEH

WA © BSEERERHERAE. RE—TF 4



( Auwimer” &5 &
AN L/ AN
& & XHEE WE

&L
&
S
i~
&
&L
&
&
~
&
TR M AY B A
<>%§\L
S
O
& &L
& &
&S S
& i~
& &
& & & &
& & & &
& & & &
& & & & &
O & & & i~
Q WRIFRE © BiE2ER %?ﬁ RAE. RE—TIF 5 0
& & Va4 & &



Auwimer” & & &
2\ A\ N
( : e & & s WE

<&
© | CANL¥ i s UEFSARAE (Ceguﬁ?cate Authorit@&qj*&
< <

& 2-6: IEPLEM

2.2.4 efuse

efuse: —RMEIRIEB LT AR, BLE SoC £/ T — efuse BERIERL{E}N OTP (One-Time
Progra@hable — R4 B RIE) ﬁﬁ?%%o efuse NEFHEIER 'ﬁ"é}épt) TR 1, FREM 1 TR g\@:‘\

Q
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2.3 TrustZone

TrustZone & ARM {RHMZLBAS R, EERHEBINZSIREFARIIEFEIULEAR, BH
BEMHITIAE (Trust Execution Environment) » TrustZone RZEEGN T BT,

Normal world Secure world

Secure world
user mode

!

Secure world
privileged modes

Normal world
user mode

-

Normal world
privileged modes

Monitor mode |«

2-7: TurstZone Z&iEA

TrustZone AR REHZRIRERATIFE, 25AREMHR (Secure World) HIFRLHR

(Normal World) , FiE ZE2RENIREELTSHANT, HEREEEIFZ2ERNT, 2ottt
A5ER LM RIET monitor mode KHITIIHR, BERAEE (TrustZone security whitepa-
per.pdf)

2.3.1 OPTEE

RZABET TrustZone #HHE T HCHZLIREFASL, FEEXENIMAR, ERESH=ER
GP (GlobalPlatform) 154, GlobalPlatform E—METWHERREARS, BMHFH .. i
EHRAELZEOANFEARINE, EHZNEAFIVIFENEEREZ S, AJERENISIE,

OPTEE 2 Linaro XEHM/L M AB—REFALKHET ARM TrustZone &AL TEE 75
%, B1E GP 1h,
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2.4 HHXKIE

e SMC:Secure Monitor Call, ARM £AHM—%4$5<, AUt CPU M Linux (3F&%) EHiEB
%% Monitor (£2) ERXHIT,

e RPC:Remote Procedure Control Protocol, OPTEE 1, BF2{E Linux F&EHI—FH
%, Eba0,OPTEE HAREIEE XK, #ii@id RPC @M Linux FTHIXHRFRTHK.

e REE:Rich Execution Environment, & B X, B2 BREENHITIFE, thalE R
Linux,Android &%%,

e TEE:Trusted Execution Environment, RI{EHITIFE, BIZEHITIFE, XN XIEA, Fr
B, HRE AP A LS ER,

e TA:Trusted Apps, £ TEE THITHNBIER, el B P EERIFIES, LI 2L AR

e CA:Client Apps, £ REE THITHRN BERF, TR EEN, FEERIFIMES, thilEE BN
G718

e UUID:Universally Unique Identifier, ‘@RAM—IR5I15, B X510 EAFEE], BE#FE5, H23

IRFNRS (90 MAC) Ao O

><>
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TrustZone HABRL 2R EMEAMIMINERIR, allwinner F & £, REFREHFIRAY
fREEI e ERIMEHITER], AAETE=1:

e spc(Secure Peripherals Control)

EEIIMNNR 2R, FIMBIREN G 2fE, ZIMSRBEARESHRARIER NN, FRLHRT
TR, A 0,

e sid(Secure ID) 5

><>

5%l efuse BIAIAl, efuse HIIHIEI R EEIEID sid ERHTosid BAFIEL L, RLIELLIYTIH
in], 1Bi@3d sid ihir] efuse B, 2Ll efuse FREZRESHMRARILIAE, LS RIFRNSEELSE
REEA 0o

e smc(Secure Memory Control)

EHRNERILRIERYIGE, BT ENANEFRIRENREE, ZERANREFERE LR AS
8], L2 RELRL, %A 0o

OV
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4.1 BEA[RE

secure boot BEndiEH, THERBIN, ZENARMR MR, RIVBIRA5IRRS%. KE
FEINANRKEERIEDNR, ELSISRAFHHENERIE

Z2MREEEHNR N E#HIT:

4.1.1 EFIEBHRERE

y
EHHPSERIER, EBIERTEHFNBREE, SARRIBEREYGE, %@%ﬂE%iﬂiE’\JlﬁHﬁFﬂﬁ
#FE MEFTESINEGSEEITLL, mELENAABGIRI OK, BHFBZNFEGA
B, brom->sboot->atf(64 {IF&,32 T & NEkid)->OPTEE->uboot->boot.img BIEshiE
2R, SN FEHSENMERB T2 FEHNRERE. BRENARERNT2E5,.

B &FEANEREIERIEN F:

. {£/A efuse R rotpk MFAIIBEHIZRM rotpk BB 1%,
. A rotpk PRI,

. FERERFIERHN AP FE SRR A M.
AERFEHXIRAEHIE R & B FEG BN M.

<B\/

B W N -

WRIRFE © HRB2ERRRINERAE. RE—TIMF 10



N-

HEaE
<><>
&
<&
&
<&
Q<>
<&

Yerify Flow

—_—

&g}@*
&
ST SLoA
S S <><><>
RS & RS
S \ 4-1: BRI S
S S S
S S S S
7 & & 7
S S S S
4.1.2 BFELIRIRZASS R
BE=a8B— T BATFHERIRENRES, S AR EENRES 5EHNRES. EHH
&SR FEFSHIERIREAS Y, INAEHIBAEIRICINED,
SHAREERNSERNRES, BREEIRES HFIEETINRLESS, RESSAN
=P
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4.2 BCEZRH

IEBHNERSTEELESIHLR2EGNITERETR, THRIIINCE, RAFBREEILPERNER
HRAXEIR], ECEAZEMM, F—TMEEMARMNBEANERTREMER, E-MEERZ
AIERIFRYE SR, Mt AR RIS BRUNT:

a. £m%EH

1517 build/createkeys TH, &ZENN T &G, BVE] B4R E AT,
HRBIZRFAMTF out/$(platform)/common/keys BR o

Hr rotpk.bin AREREITHF, BFEIERIEFHIAH. Rotpk.bin FEERR T L2EHFHY
BREEARRRICHPR, £AGERER, ¥0 rotpk K5, EthiT@EGRATAEGHEER
B9RAEH. — P EMFEZ MR AR, B MO EARRIEAXNHITERIAIL

g

S
A BB O

>
REFPMEMEXREYN, PAREMFEA. ERNERENEZERTF

b. EAEEZA

MRZHBELXERSFH, BERHAXHEME longan/out/$(platform)/common/keys B R TED
A,

A &g

BN HHRER BB RET SEMHTENSEMTERN. A FEERNERFTTRAT B FERLEAN
BITE, BNITaEATRSEAHTIHEENEATRY

4.3 ECEFEIRIRAS

SRESISEHHEE, SWLLEHEIRES S50 REFRERRE S,

FAEIRRRZS S 1E longan/devices/configs/chips/$ {chip}/configs/default/version base.mk
PFHTERE, XHPEEER I EMARE:

WRIRFE © HRB2ERRRINERAE. RE—TIMF 12



@LM/IAVER~
g XHEE: W

4-2: BiELRh A S BECE X

¢ ROOT ROLLBACK USED

EEETM BROM FERREIRIRAS, FTaEX, ELEE, EAMIAMERH,

>QQ
e MAIN VERSION

E IR EIR A S, RIASEEN 0-31. EEEEMESHSERIANEHFIRAE SR,

4.4 ERE2EFF

£ longan B Fi&17./build.sh pack secure EIAiTE %R £ E .

4B EHTE longan/out/ BERT, A phoneSuit TE#{THR.
o

4.5 ROTPK &5

Rotpk i#@id PC i TH dragonSN #1T/%R, DragonSN THiEE usb 5&&FBEE, IT6I&E
IRFRIEEH rotpk 58, BEFRRSBEOT:

1. E2E burn key Bt

IRE burn key BMERN 1 /5, ®8EFT R1EW DragonSN &id usb FHNEER, #HITHEHMK
BRI, ZBMEXMH devices/config/chips/chips/ conifigs/{board}/sys config;fex
M, [target] TN T, 0B, MRKRENXEE, &2 burn key=0 &IE,

WRINFE © HRBEERRRINERAR. RE—IF 13
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4-3: FEE key B1*

2. 18R2EHHRR, TENEANZALHISERD rotpk LA, BEAREFR rotpk ER
B\ lim By IR AR,

3. 7 PC iwfEdE DragonSN T EFiE1T.
4. BE®E T usb 5 pc EZEEHN.
5..DragonSN ERIEEEEZEGEHFBIER (¥ DragonSN TENERA) .

o rotpk KEREN IR, ]

><>

AT RIEFARIRIFEEIRD rotpk, BRE/NWiH=MEIMNILIER, BERIZWN T:pc TRATABN
rotpk,uboot REMIAS HEiEHH rotpk ILEE/E4153K Monitor #Ri% rotpk. XF 64 A
SE&,Monitor 4 ATF, 3¢F 32 ¥ &,Monitor &5 OPTEE,

PC | LT E=ER | 3.iFsksecure oz
dragonsh BRcepk). || Uboot Bk Secure os
2 T & /Irotpk
5 LEEE §rotpk
ZELE
<>\/

4-4: rotpk BRI/ iR IE

4.6 EEFIM

1. rotpk REERR—R, RREFABENR. BZERE (BCEEB-a. EWMER) PERNER
XfFo

2. BRI L2EMNE, SHEREEHENEHHTREMNE, XMERRREBEN, SENE
EBEIHNEMARER. RREEHNEBEGHFRESER,

3. TAARZER rotpk B, BOIRIER _ERAVINIE, HEH1TRENIIERE.
4. SR WEE, SR RIERIBEIRRAES A 0o

WRINFE © HRBEERRRINERAR. RE—IF 14
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5.1 OPTEE 748
Allwinner BT & %A OPTEE £} secure os BISEI, ©=4&&E ARM Trust-Zone #
TEE/GP &=\l inf, Bid OPTEE ¥{#HMA TrustZone AR, AN OPTEE 5, BT R%KNE
FMEI T BRI, TENSBMAN OPTEE &, R4 HTIEAY MG,
& & & &
& Q@%\ <>Q;o°>\ &
&7 Rich OS - S &
O & O
QQ ( Native Appliéﬂonl ]\] QQ Qr T
&7 _ &7 OP-TEE® &
O S < -
o B S ’
QQ = QQ Wrapper APls i A
(optional) DRM P4 t orporate @
optee_client Trusted s1ed Trusted
cPjssssPhessssssssssssssaasssssnqgsssssnssnss . b ation | APP“W“D“ -
TEE :
| Supplicant I TEEC P AR I Optee_os
........ e e SRRSO ..o -
-------- - ~ E B
TEE functions/ lib :
s secure | | A |
- § Monitor ] P S
3 ................ s _.' or
SN o Ty e ) ST &
& HW resources
QQ @%pto timers, watchdog, fuses S
Q AN
N ARM® TrustZone®enabled
Q@Q chipset
< O &7
5-1: OPTEE 2{k%2Hy
5.1.1 OPTEE OS
NIE1T1E TEE R oso EERT:
1. TEE FHIESHE. Q@%\“ QQ:@\‘ Q%@‘
2. E THHRBEDE & & &
& >Y S S
3. 73 TEE THRAEFERMEASAER, XER%AMBES GP MEH TEE internal APL
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5.1.2 OPTEE linux driver

REE 151K TEE HIEMNEFIRHRS KN, SE@T TrustZone 8EB smc iBEKAF R #H
1To OPTEE linux driver &7 X%iEX, REE X TEE IFERIE R T EIEIRIEEHE, B xd
OPTEE linux driver 89 10 ctrl #OTF %,

5.1.3 OPTEE client

OPTEE client EF N HIE:

a. X7F REE %J TEE 893X, GP EMER &R O, #f79 TEE client API, OPTEE client £
XEEE O, REE IR TN BIEF R EEHT TEE client API $#0O#1TRIZENAI AT TEE
BIERK,

b. OPTEE OS HFiE{TRHEEEIER REE IR HEN#ITXH1%(E. OPTEE client 12X LEERK
Fi#1TRIE, W TA (trusted apps, 7 TEE MBI THINAERF) EI’\JDI]%’% TA 7Zf&7E REE
IRIBIIX R4, 1577 TA BY,OPTEE OS 53R REE £ TA WEERH#HGME (BEH
REE T TA #EXBIFARAEHE)

5.1.4 TA/CA

TA:Trusted apps, i177E TEE HMENNBRERF, 8UXE ENEZELIEE TA #1T,

CA:Client apps, t2#8 NA (Normal apps) . £ REE B Fia{THNAERF, BMESRBIN A
EA5 2

TrustZone HAMEAER AR, LM :REE THRAEFIER TEE THNAEFRITRLE

RGBS BHHRIR

SNIGIEFA A &S A, REE IREA R BWANZEE, TEE b3 AR RANEZBESEENZEEE—H.
RO xR/ AT, XEME REE St MERISERNZBRBAX BRI TR T X mAE
FMVISIE, RIET EREFEENET S,

XETNEEAHRE TA/CA BLA LI, CA fEX client KifEiFK, TA A IE,

5.2 TEE B1THIEEE

AT TA/CA BEBIEEERETE, HESMEKR, EERIE TA/CAIETTH, TEE HNI{THIEE AL
BEFSEE, BE&N OPTEE OS. “OPTEE linux driver. OPTEE client BB Z YHFIFE
iB17, FEZEMNAMREBINAIEE,

WRIRFE © HRB2ERRRINERAE. RE—TIMF 16
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5.2.1 OPTEE OS

Z2EHERFENELZLEE OPTEE 0OS, HZ£E % Ei#1T secure boot WEEFRE5IT
OPTEE OS. TEfHIMCE,
5.2.2 OPTEE linux driver
a. WHERE
RAIZLRIFFFIA linuxdriver, BB B AR T:
1. 7£ longan BR F#iA./build.sh menuconfig #NAZEE Ul
2. fFEERCE:
eneral setup <-->
[*] Enable loadable module support --->
-*- Enable the block layer --->
latform selection ---=>
us support --->
ernel Features --->
oot options --->
serspace binary formats --->
ower management options -.->
PU Power Management ---=
[*] Networking support ---=
Device Drivers ---
irmware Drivers
ile systems --->
[ 1 VYirtualization
ernel hacking ---=>
ecurity options ---=
-*- Cryptographic API --->
Library routines ---=
&Y 5-2: HNIEEHECE
AR © HKBLERRRNBRAS. RE—INF 17
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r> selects submenus ---> (or empty submenus ----}. Highlighted letters are hotkeys. Pressing <Y> includes, <=N=>
Press <Esc»<Esc> to exit, <?= for Help, </> for Search. Legend: [*] built-in [ ] excluded <M> module < > module

pmsg drivers: ----
0C (System On Chip) specific Drivers ---=>
] Generic Dynamic Yoltage and Frequency Scaling (DVFS) support ---=
> External Connector Class (extcon) support ----
] Memory Controller drivers ----
> Industrial I/0 support ----
] Pulse-Width Modulation (PWM) Support ---=
=
1
>

*

ndustryPack bus support ----

eset Controller Support ----

MC support ----

HY Subsystem ---=

[ 1 Generic powercap sysfs driver ----
< = MCB support ----

A A A A
*

erformance menitor support --->
[ 1 Reliability, Availability and Serviceability (RAS) features ----
ndroid ---=

< > NVMEM Support ----

< > System Trace Module devices

< > Intel{R} Trace Hub controller
PPGA Configuration Support ---=

[ UNXI MPP support

]
< > Trusted Execution Environment suppory

EE drivers --->

5-3: f£8E linux TEE driver

»
U X#EN TEE drivers —> 4)ik:
iEE drivers
r> selects submenus ---> (or empty submenus ----). Highlighted letters are hotkeys. Pressing <Y> includes, <N>

Press <Esc=<Esc> to exit, <?> for Help, </> for Search. Legend: [*] built-in [ ] excluded <M> module < > module

< > OP-TEE

[1] P-TEE Benchmark (EXPERIMENTAL)

5-4: {#8E TEE driver 2 OP-TEE 8 driver

o
5.2.3 OPTEE client

a. MAIINMITHZASER tee-supplicant N AER.

BRIZHFHXH# N E longan/out/$ {platform}/linux/common/rootfs def/3f XHFETF:

XH#& EIE

tee-supplicant bin/
libteec.so libteec.so.1 libteec.so0.1.0 lib/

WRINFE © HRBEERRRINERAR. RE—IF 18
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AT W

A B

N5, £ longan BRTFiETT./build.sh ASGHERBMNEEER supplicant BREFITEIRXH
Riih,
b. i&1T tee-supplicant M EF.

1) 7mE— (FaEsh)

7f linux 18 F, 1% tee-supplicant FAIEBH (/bin), #17:

(./tee-supplicant & )

A &g

tee-supplicant BEITESERMEIFKIF TEE MIER, FAHEE, EFERE &

2) %= (BEhEED) \

f&eL linux #4a1LRIE, FAMBSEEIEED.

5.2.4 TEE M IRANEZEEGE

a. TEE IMERAEFER,

TEE HIRERANAEE 3 887, a7 A/E optee os fRIFIIEE. BEDERUT:

i. HERTE: BFREESTEEMIEIERE, TrustZonedi RFREESTEEM R B @id smci#iT, smc R A E I B8 A R
IR, EZHHIEET EEAEHITRER,

ii. Optee osA7F:optee osEAMINTE. optee oshlEEILAIETT.

iii. TARTEHE: INETA. HMETAE., KRMWAEZIE,. Hoptee os#EHITHEL. HELAE—INTANNERLERTAR
optee_osifia], EMtMTAT kA,

b. WA TEE FEREF.

HERNFRZM TEE BEIHRNR, XESASIEHR TEE #1TEE, NRAZBIARLRE,
SSBAFERIZA REE 5 TEE XERE. Hfth os EENNTE REE &AHIAMNFR REE 2515
IXERNFEEEANEARIERREERE 0 METHRE.
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A, EEREANZILLNIZINE TEE K iEFERYIEMIEESE), BERERNIHR, BEFEES
SEWNT: B4 arch/arm64/boot/dts/sunxi/$ {platform}.dtsi, STIANM TFASB, SDK &
KEETE, TEEEH.

linux-5.4:

reserved-memory {
#address-cells = <2>;
#size-cells = <2>;
ranges;

b131 {
reg = <0x0 0x48000000 0x0 0x01000000>;
3

HAthhRr#x linux:

((/memreserve/ 0x48000000 0x01000000; )

5.3 TEE &{TIFERER 1

TEE BTHEER AL E SBEEGRIA @Y TA/CAEHET TrustZone HABINEE, TA/CA AR
¥ TA/CA F43E516
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6.1 FARMNIEEREH

FERFIEBE T longan/tee kit, B REMWINT:

X (%) WiRA

build.sh YRIFHIZS

dev kit HRIFAH (FEEX)

demo demo

platform config.mk F&EE |
tools IR T A <&

6.2 WiE

a. i&17./build.sh -t, fREHRiE TESE,
b. &17./build/sh 4i¥FiE DEMO,

6.3 ZRiFRAfEA A

kg IhRE
-h BREBEE.
-t i tools BRHFHEFIFT A,

clean JEBRFIE demo miFtHt.
config HEEREFTE,

6.4 #01

BRI EIRE:

WA © BSEERERHERAE. RE—TF
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o TA/CA IZTTRHBI AR M

X% EIE
.Jdev kit/arm-plat-${platform}/export-ca/bin/tee-supplicant RREALE
./dev kit/arm-plat-${platform}/export-ca/exportlib/libteec.so /lib

./dev_kit/arm-plat-$ {platform}/export-ca/exportlib/libteec.so.1 Nib
./dev kit/arm-plat-$ {platform}/export-ca/exportlib/libteec.so0.1.0 /lib

o SCFRHEY TA/CA 2R

demo XFRAVIEH X (W E demo BIHEER)

6.5 IBE1T
>Q®
6.5.1 i=17%B) REE 5 TEE & {EMTiP#Hiz
((${Supp dir}/tee-supplicant & )
Supp dir A E tee-supplicant FE R,
tee-supplicant {EATIFFHIZIETT, F=IRE], BAH 6" 1E1To
6.5.2 @17 DEMO
QV
6.5.2.1 helloworld
7 demo B CA WfAAA TA, URIMEIHZEARME TA FiaiE.
a. ¥R H
X1 #EILE|
./Jdemo/optee helloworld/na/hello world na RRENME
./demo/optee helloworld/ta/12345678-4321- /lib/optee armtz

8765-9b7413fc357c7c61.ta

WA © BSEERERHERAE. RE—TF

22



@LWIMIER‘
: XHEE: W

A

b. iE1T

e it

hello world na NA:init context
NA:open session
TA:creatyentry!
TA:open session!
NA:allocate memory
NA:invoke command
TA:rec cmd 0x210
TA:hello world!
NA:finish with 0
hello"world na 1234 NA:init context
A:{1234} AILUAERFRH NA:open session
TA:creatyentry!
TA:open session! X
NA:allocate memory >Q®
NA:invoke.command: hello 1234
TA:rec cmd 0x210
TA:hello 1234
NA:finish with 0

6.5.2.2 encrypt_file storage

7 demo BRIIAEE TA £ REEBIXHGHRSCE. . 5. WBRINZE XM

a. ¥R Y

X ANk

demo/encrypt file storage/na/demo/demo EEIE
demo/encrypt file storage/ta/2977f028- /lib/optee armtz
30d8-478b-975c-beeb3c134c34.ta

ai

WA © BSEERERHERAE. RE—TF
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[iTE08
XHELZ L test Al Hi
demo -c test BRI B 5

demo -w test

SRYEHEH demo FENLARL

—- Write file:test with 256 Bytes data: —-

99 9¢c 9b 66 88 2c c8 ¢c9 19 55 72 10 f7 c3 70
7f

la 51 56 74 35 03 e4 6f 1b 40 4d 64 29 b5 ba
c2

52 56 a8 db 03 f1 25 1c 47 97 ac bf da 1d 3f
f4

ed 1569 a3 18 cd 92 33 0fdf 98 b7 15 d2 fa
67

a8 23 c2 ab 15 68 48:dc 00 f4 9¢ db 91 5b dO
80

70 ba a3 88 08 36 3b 96 16 53 ce aa 26 ¢c9 12
4f y

ec 55 fa'82 bd c2 5f 3d b7.7b 9§>2ka 56 €9 4a
c6 X

a4 ed ce 2c 24 89c3 b9 dd 92 64 83 db 5 d2
48

cadeca0811a946 49 a4 de 93 fac8 5d cl
ec

4b 1071a ee 9a 5d 28 f7 6f 8c fa 4b 02 ce 13
cd

9c de d5 ad 08 9b 76 ad 7b O0a a8 c3 e6 ea 31
bl

7a 4b a0 94 28 ¢8 8¢*97 d4 08 62 d7 56 75 25
2

d3 7a205c 1797 0a 12 21 32 5509 1d 86 ba
18

51 dbac79a4b990f9cl1 725118 68 76 8a
3c

70 aa 98 07 c1 22 1963 55 ee 6¢ f1 75 a6 89
c7

02 37c027f0dl 21 32c372c9 2c 6854 €8
d8

—- Write file:test end! —-

WA © BSEERERHERAE. RE—TF
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DA
[SIEic-4

XHEZLL test Al

fath

demo -r test

demo -d test
demo -h

—- Read file:test 256 Bytes data: —-

99 9¢9b 66 88 2c c8 ¢c9 19 5572 10 f7 c3 70
7f

la 51 56 74 35 03 e4 6f 1b 40 4d 64 29 b5 ba
c2

52 56 a8 db 03 f1 25 1¢c 47 97 ac bf da 1d 3f
f4

ed 1569 a3 18 cd 92 33 0f df 98 b7 15 d2 fa
67

a8 23 c2 ab 1568 48 d¢c 00 f4 9¢c db 91 5b dO
80

70 ba a3 88 08 36 3b 96 16 53 ce aa 26 c9 12
4f

ec 55 fa 82:bd c2 5f 3d b7 7b 98 4<a 56 €9 4a

c6 Q@
ad ed ce 2¢ 24 89 c¢3 b9 dd92 64 83 db 5 d2
48

cade ca 0811 a9 46 49 a4 de 93 fa c8 5d cl
ec

4b 10 1a ee 9a 5d 28 f7 6f 8c fa 4b 02 ce 13
cd

9¢ de d5 ad 08 9b 76 ad 7b Oa a8 c3 e6 ea 31
bl

7a 4b a0 94 28 c8 8¢ 97 d4 08 62 d7 56 75 25
2

d3 7a205¢c17970a12 21325509 1d 86 ba
18

51 db ac 79a4 b9 90 f9cl 72 51 1868 76 8a
3c

70 aa 98 07 c1 22 19 63 55 ee 6¢ f1 75 a6 89
c7

02 37 c027f0d1 21 32c372c9 2c 6854 €8
d8

—- Read file:test end! —-
Delete file:test !
ERERER
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6.5.2.3 baseb64-usage

7K demo BRIRIHAY base64 LI UNAIFER,

a. ¥ENXH

X

¥z

./demo/base64-usage/na/base64 demo
./demo/base64-usage/ta/b0e8fef8-b857-
4dd4-bfa6088373069255.ta

RREME
/lib/optee armtz

b. BT
ClEke it y
base64 demo -e 123456 input bytes: |

-e EAFBRRBHNFTIH, MIFRAYE—D
FT

0x12 0x34 0x56
NA:open session
TA:creatyentry!
TA:open session!
NA:allocate memory
TA:rec cmd 0x221
input size:3

encode result:

EjRW

NA:finish with 0
base64 demo -d EjRW
-d EARERENF T &

o IR{H44 TA BY base64 LIMAYENO

#O

iR

size t EVP_EncodeBlock(uint8 t dst,
const uint8 t src,size t src len);

int EVP:EncodedLength(size t out len,
size t'len);
int EVP_DecodedLength(size t out len,
size tlen);

3T src FFIAKA src len B9 u8 A #H1THR
15, B R dst, HEMFRBEN0 £,
BREMEANREEFHERKE, FEEEN\0’
ITE len KENMNERB/EBENRL S
E, E% out'len . HEMINRE 1, I E
MR [E] 0
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#0O WiEA

int EVP_DecodeBase64(uint8 t out, X3 in FFHAEA in len BYRINIETTARRD, 5
size t out_len,size t max out, const HE out, FRIEENKEEA

uint8 t *in,size t in len); out len,max out /3 out XAy buffer B

Ko BEDNR[E 1, KBERE 0o

6.6 WIFECE

TENEBFRHH TA/CA HIIFRIEREKH, RIEER, XERRE—EXER, AAKIEEE demo 1Y
RS

6.6.1 TA
a. 7£ TA JRERBAYIRE ROIE Makefile, A LITRE: ><>0
SN iER
BINARY=$(UUID) R ta XXHRINX 4R, TEE 10 TA
BYE UUID AXHRIREXH, HA5 TA
B9 UUID —3
include ${DIR}/ta_dev kit.mk TA B4R FEN_HFIBRHRLIENETE, F

H dev ki/arm-plat-${chip}/export-
ta_arm32/mk/ta_dev kit.mk #{T4R

#F

S Ov
b. FEFEIENIREREEZE sub.mk, IRERFES:
e R
srcs-y += filename filename HINZRIF
subdirs-y += dirname include dirname THJ sub.mk
global-incdirs-y += dirname ##i¥ TA B AXHIERER
cflags-/-y += ¢ XH4miE flagfilename AEMBIX M, cflags-y WFE ¢ XHEBX
aflags-/-y += s XH4RiF flag
cppflags-/-y += c & s X4iF flag
TA PRIVATE FLAGS += TERELERL TA B9 elf RIS flag

c. B3 user ta_header defines.h it TA HEER

WRINFE © HRBEERRRINERAR. RE—IF 27
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OPTEE OS 717 TA HSRIEXENE BT TA EEEIZTTH IR,

90 TA B9sEER%, TA RTARRMERA/NVELERE, MBEFFIBIRAR

o YR TA FEERAIARIHEL

%|a], V8% TA STACK SIZE. TA DATA SIZE i, it OPTEE OS 1 TA HREZ e

i8lo
= 3]
TA UUID TA 89 uuid, 5 $(BINARY) —%%
TA FLAGS iBITERE, (£ demo EINERNAL,
SEEEIN DL dev kit/arm-plat-${chip}
/export-
ta arm32/include/user ta header.h
TA STACK SIZE AN
TA_DATA SIZE BEA )N
d. B&8%1R TEE TA API RUkX4H12{ TEE TA API ERBYSKIR y
Q@
S} ‘iR
TEE_Result TA CreateEntryPoint(void) F1F TA B9
void TA DestroyEntryPoint(void) %7 TA B9[E1H
TEE Result B2 % session BYHIEIE

TA OpenSessionEntryPoint(uint32 t
nParamTypes, TEE Param pParams[4],
void **ppSessionContext)

void TA: CloseSessionEntryPoint(void X7 session BYHI[E1E
*pSessionContext)
TEE_Result W17 < HIEA

TA_InvokeCommand]%ntryPoint(void
*pSessionContext, uint32 t
nCommandID, uint32 t nParamTypes,
TEE Param pParams[4])

6.6.2 CA

o

o

B8R TEE client API B9k {4,
JAF TEE client API 5 TA X E, 30 demo.

c. ¥ dev kit/arm-plat-$ {platform}/export-ca/include MANEEZHR-

e

¥ dev kit/arm-plat-${platform}/export-ca/exportlib IINFEEEB R,
fEA - 1teec" ETUEIZESI TEE client API BENZSE libteec.sos

WA © BSEERERHERAE. RE—TF
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6.6.3 TA 1%

a. FTH/xH TA 0=

FTF2HF TA IIBHF A, EFEMA./build.sh config EFiZFERE=IET encrypt TA(y/n): ,y-
n MBS TA #1TI0%,secure os H1Z TA BN BohHE TA RS EEMRE,

b. EEEMZEA

TA MEFEABEL aes #H1T, BHKER 128bit(16 FH), EHAE dev kit/arm-plat-
${platform}/export-ta arm32/keys/ta_aes key.bin X, NREFEEHK TA MEFERH
R, BB bin X

A ER efuse AT ssk key ¥t TA #HITHEER, BRI aes key 55 efuse Y ssk key
_ﬁo
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X WE

HAEE

TR EARRHITINERE, LREAMEREE N, HIRINEHR. WHHEHNRE, XEE
B key WERERINGEP, KR IEEE dragonSN TH#H1T, key RENARESZ, &
MREFLEFES TR, TERIE key FHERIANEIT MR,

7.1 efuse

REECH AN efuse £, NAEER. BT sid #RIRIFEl, efuse FRRABR T AMERD, ZEMIF
KE, A efuse RUREVE RS HRESME, BEWMT:

g

O
SRS  ARl3ER L efuse iR R L efuse ><>
ze IES e
e[S IEE i8] O
o RREE
Confi - ==
%A =l

5 ik =
pEFE  |chipid |

KeyEth  ||dipid| efuse TR EE T B = B ¥Rkey|

key type  |efuse j

1EMZE A, as

e

7-1: DragonSN /ERZ £ efuse BBE

e efuse map

efuse TEECHIRITETRIS, FEERERIGERBIRH key, 81 key EENOH efuse FITEAE(L
BIEERSHR efuse map
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7.2 flash

RECHIM flash Lk, RIBFEEDN flash KFEMiARIA, 2HRE key FFAE key FH

7.2.1 &% key(secure storage)

RT77E flash b, EANBERRFEZERX. BERN flash BELERE. EEEFAIRIE
BRo

o RREE
—— T ==
23 |G B

pEEst  [Eakey eP A"

TS |Ehi|:lil:| |

key type  |flash ]

. efuse
ot —
B

7-2::DragonSN BEREZE key fitE

7.2.1.1 keybox -

%N %2 key, XEREN key F2FREHENX, MERFH secure os MESWNEX. FF
=,OPTEE OS £/ efuse H#Y SSK key RINZEANEIE, A7 RIEFIELE, 1BERER SSK G
#1T keybox #IEMER. FH.

a. keybox 7%

keybox i F secure storage H, dragonSN %R TEREEIETE key 5RE secure storage.
key B@EHERE keybox #, H uboot 1R1E key B HRE,

uboot BIIMELEE keybox list #IMTHFIRRE key BB NFERTE keybox Y key, N
ERF. N HAER AR,
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keybox list MIELZEIF devides/config/chips/${chip}/configs/default/env.cfg &, £
EES9DE key. FTEHGIFH, BRIFZMA rsa_key 5 ecc key o testkey B key SRT7FE!

keybox f# secure os f#ZFR.

[keybox_list=rsa_key, ecc_key, testkey

b. &R

B4 dragonSN THE#{THES

Secure
> Os

S L EH |
| =38 L2 sEskmzE—»
PC —1pc FEZEH >  uboot
€315 [ I 5 —
| 1N |
B |
sniEmBEaEg o o
Secure storage
Iﬁ-ﬁi Secure
| &% | storage

o 7-3: key /%R E| keybox N2

c. LEmME

uboot £EYX key f5i%Z! secure os, secure os fRFEEETF, #t TA @BIEOAR,

WA © BSEERERHERAE. RE—TF
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IMERETE
| iz | | B8 |
| B -
uboot |[—2.i2{tE48— SeGLrg
Os
1 |
4 tai@ it
1LIEEUNBEESH . — . — Z5iHH
| i1
| &5 v
= | g
O
>Q

7-4: key M keybox HiNZAISFE

7.2.2 #hHE key(private storage)
fR¥F1E private H X, EFFNSELSXABTZNEINGF, EFTEEMREFMEE flash #, X
HEFRrKRNBRENEN,
key RFEIXHE A key BIFRYXHEAR, AILUBIXHZRStiHRIE key IAR
OV
o IRRECE
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& [ Config Item % =]
<>Q <><> QQ
i~ on [ =
Q@ <& <&
L O EEER  [AlAkey = o
SREl  [dind |
KeyE¥  |chipid |
key type  [ash |
EMFEAS | |
& &
Q%'Z’ & 7@% DragonSn IRRIE ke@‘zﬁﬂﬁ Q%?’
QQ <&
Q<>
e HRISTY
Q<> <>Q
Q<> <&

<O
Q@
* ¥ 3 *
Q§§ & Q§§ Qgﬁ
<& <><> <& <&
& & < O
<& <& <& <&
QQ Q<> QQ QQ
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2\ N\ Ly AN
C g & & B BE

V261 & P
3 S S S
R S S O
L chipid | O O | &L
RS RS RS RS
S & : & 5
1S A S KEY GiEE s
RS R *
AEFEREEkey
* N * *
0%%}@ <>%§J <>§% 0%%}@
S S S S
o S S S
o & & &
S S S .0

R UAE DK
* S+
& &
< <
O &
< <
QQ <>Q
O O
Q@Q key SRIFEIX S key BROIHED, St#ﬁ%?%@&&i%iﬂﬂﬂﬁo Q@Q
QQ QQ Q<> QQ
* * * *
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Global Config R [l
WEHESWE (0 -

REE |}E%key LJ

HIEETP | |

FiEEmROS [0 |

HEERAE | |

HIEEED | |

HRE | |

iR A |]'|'[i|:r|:|snf1: QL Serwver :_]

TS |

BHik% | e X

HRAE | |

EfFR | |

EM#{E | |

et |

W fILIWfactory

T BV

7-7: ThE key RRERREZE

A

BAFEEWRSIRMFTELT key, RNBEANBREARFILE key HRABE. MRIEHT key MUK
RiE, FEBRSENTRINEEDR.

)

&4
=

7£ sys_config.fex F1FEH $(keyname) filename= "s(path to key file)" BIFZRIETE key HIisE
BY,
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Bl TEE ifE iR iEniRe

TrustZone EXRLZ 2 5FREHREEMH LHITIRE, RL2RFEEMEITH RN EHR pch
LR THBNE TG BRETHEAERE, KBMRETLEERECHARN. KFENEBRE
K. AEEEMENE (W0 nand) , Fit TEE AR EEBEREFNHETRRTEREFICHINE
/T B, it TrustZone HAMSEHABNEIS S, TEE BRNBIEREREFICHIMEMET
FiLH, RERRIEEER. optee TR IZERNLI, AILIAT TEE HEHHIENI=BER
%o

8.1 OPTEE Secure Storage LhaEHESE

O
<
OPTEE Secure Storage B3RN0 T: X
Normal World Secure World
@
o
7] TA
2
-] 'EE Suppm GP Internal API Library
T%Eﬁ}ru sted Storage Svc. Ca&@
@
n File Sy Driver
@
=
Q Key
:

8-1: OPTEE Secure Storage #{4Z24
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8.2 X{FR{ERIZ

TA J8H GP Trusted Storage API ##HEMNEZO, tiZFOXEA TEE Trusted Storage Ser-

vice FIBYFE% syscall SEIFANEI OPTEE B kernel space /1, 3% syscall 2i8FE—&5# TEE

File Operation Interface & OREMEE NNEIE, TEE XHFRAXIKE NEIEEITING, A

fEiEE—£%8 RPC JE2M TEE supplicant &% REE X Eap<UNBMZNEIE, TEE

supplicant XXLE7H S#H TR, IREBSHVE EMBNHIBEEREIN MM Linux XHRSEH
(BRIAZ/data/tee BR) . U LN EEHIBIRIE, SRRV IELEM,

8.3 f£F OPTEE Secure Storage /4 REE {2 HIN&E XX
e

FcE TA EXARSIRIARA OPTEE OS #MM&E(#EEO, AL REE R O, FEEIERIm
EFfE. BATS%E demo HH encrypt file storage \
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a. TrustZone
1. PRD29-GENC-009492C trustzone security whitepaper.pdf

b. GlobalPlatform

NS NS
1. <§§'PD TEE_SystemArch zgf 1.pdf %??{@ %,gé@
2. GPD TEE Client API v1.0 EP v1.0.pdf <><><> <><><>
<><><> 3. GPD_TEE Interr@f? Core_API_Specification v1.1.pdf
Q<> 4. GPD TEE T,%SDebug Spec v1.0. pdf Q
<><> Q
& c. OPTEE S e
1. https://www.op-tee.org/documentation
2. optee os/doc ation secure S
é&\b ?ép,\@l- é&\b
QQJ Q‘Zz QQJ
< < <
< < <
< <& <
< < <
< < <
< < <
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QQ Q<> <><> QQ
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AR E2SHREFRMRRIM =, RELTFEITFA, FARUMTAFFEEHL. £
fil. B ARVEBRAIEABTHBIHEE, BERSFUEMAPHERE,

(ot

LLWINER LLWINER LLWIMWER'
C @*m@%"—a‘ *‘I’ *i C (R 5= 2%

é)ﬂhﬁﬁéuﬂ&kﬁﬁm BB EEMER. EAEERNTmPHRANEERS
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REFNA

BHEON~m. RSVFENRESHKE2ERKROEBRAE (7 E”ﬁi@ﬁ%%%ﬂé
EFMFREILIR AXEPEARN2EHER D ™~ m. RS AFEAIRER A EFr LS fEBEERE
N EARIBIARRIRERFMMAERRA, HREREAXENERNR, ERBTREEH
FAYERITH (BEERRFINEE, 8, BRER) EMNAFER, £EMFARE,

¢2%¢ﬁﬁ%ﬁ RESE BT mREARLEMRE, FAXEABTEREEN, 88X
B, BAFTEN. 2EREDNELAXEPREFEHNER, EHFTHERBTT2REHEIR, H
ﬁm$2%ﬁk$ﬁ%(@EﬁTm$ﬁﬁm\ﬁﬁm FEREIHIR) BRERIEF=ZHFNAE
t, @EHAAT. AEPHFRERFRR. 58 MBINHF AR EARREERERIES &S,

AR BRE R RE B th 75 TR T 2 EERT AR FN. BRI R ERTmAY
HiEd, AIRERERTE =ZHIINFFF BEBTRASEZANFARBEXNIFA, TR
BEU RN AERRTREEZ S AR BRI (TR . 2EFWEMERNE=
Hﬁ?ﬁ*ﬁ&&ﬂﬁﬁf&ujﬁﬁﬁﬁx
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