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IXEEBNBLE Widevine WIIEREURALIREIETEI,

1.1 AR

XM A ferE) EEERTUTIE:
o RARZFFTIZM
« MEFRIIEIN \

1.2 Widevine &7
Widevine @EEN—FKE | HRHRIEAEIERINRIE (DRM) #ARMAT], ZATIH DRM #
AR 2N B F A R A, FIiNEEOM. BMFEEMESE, 2010 £F9 B, /sFHWH T

k27, EEHREE CHNHFMIFAEBERS UMIREE DRM FIFEAR, AIIE Android £
%7 Widevine B DRM AR, BEH T GMS(Google Mobile Service) FRHERNRNA,

1.2.1 Widevine E{KIEZS

<B\/
Widevine & DRM B—#4&EH, 7£ Android A, FERANZRIZEEZER DRM 844!
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APPLICATIONS
Application \Q\ 'Applic:ation AppliQE/l/ﬁ(;l/'l
4 ; ) A

DRM FRAMEWORK API

Binder

MEDIA DRM SERVER
i

r

DRM FACTORY

r

CRYPTO FACTCRY

e 4 B4 <) —
Vendor DRM Plugin . VendorCrypto Plugin

L \ 14 B )

1-1: widevine Z{AIEZEE

DRM 1EZESEMTX, RIEAZRHER DRM EEFIREUSE DRM AELIAIEEB. DRM 1E
ZeEFERTHIT UM ERY S 28 APL: 2MBES 2289 DRM 21, #Ki5iF], BBig8%E, 5% DRM NE
SHFAEXEE, UNRLHEE DRM AR,

Android DRM U THENEHERSZIAY:

¢« DRM framework API: & Android i FAIEZRIR LS A,
0\/

» A3 DRM #EZE: 73 DRM #EfF (RIB) =_itzE0, UELERH DRM 75 REIRNERE
i) s

1.2.2 T{ERIE

Android F&ERMHT — 1A B DRM ER, ZFNARESZRARRIFEIAEXEKRITFAR
IR REEXLENS, DRM ERXZHFEM DRM A%, &&BAAEZIFHL DRM HERIGES
EEAE. DRM HERANAALKERMET —MH—EO, HRE T DRM RENEZRM. DRM
ERAZFRIFMARRIPHATRM T —EBENHRFIREN. DRM KA LE X ERIFA] TR E
FA1EEL, DRM 1EZEt T DRM ABSIFA ZERIKRES, HOENREE, XA LU IR
#2ME DRM RIFHAZRIFBIRNE PIREH Ko

WA © BSEERERHERAE. RE—TF 2



( Auwimer” & & &
N\ S\ A
& & & SREE W

D@Qﬁﬁasﬁmmmdmmﬁﬁﬁﬁmﬁ—@,#ﬂ@@&@#iﬁmﬁwmﬁgﬁﬁﬁﬁm

AT S
Q@ﬁﬁ%FREMRéO RS O O

i~ meﬁ#ﬁmmmgﬁﬁm% m$EEE#¥é%§éﬂm§ﬁwm%o@gﬁﬁﬁm%m@
L EBfneEm, TRINEEANRS AR ENEEE. BENAE RPN SRS
M RAPAEE T (S5 P SIS BRI, HAEFA B T A% LAFEH
ZEANBRIPTE. REWEETSERENA MBS, TRENTFEE. KEMRSH
£, BEERLE. TERINSILEATFRAERSENREESBERAAA BRRE
B IBEMER,

KotlintJava
L] L]

APPLICATION FRAMEWORK

N N
xQ 3 5 I
%’\\ MediaPlayer MediaEg%:ctor MediaDrm | MediaCrypto @gaia(:odec DrmManagerClient
(2?} ) QJ’?}
Q API Pl API| API API API Q
SQ
QQ </ Q Qnative
& GRS
Q@ &
<&
<
& DrmManager
(for legacy plugi
Same process
Vendor Provided
android.hardware.drm@1.0
Legacy Drm Plugin non-HIDL MediaDrm Plugin
5 (e.g. Fwdlock)
Same pro ‘ g android.hardware.drm@1.1+
HIDL MediaDrm Plugin
Sam.e(g{.ooess BINDER IPC PROXIES
&
<&
O
<&
<&
<&
</Q <brmHaI, CryptoHal
(for MediaDrm
QQ S plugins) QQ
< <& <
& O &
1-2: drm f&HEE
33F widevine %, 7 Android EEEEETXMNEEMRKHIT:
(;\@\l- é§2’\l~ (;}@\l- (;\@\l-
Q%?f Q%% QQ?‘ Q%?f
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DrmEngine(e.g. WVDrmERgine)

WVDrmPlugin
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<>Q <>Q & 1-3: widevine %@%@
O O <O
O <& <&
& O <O
Q<> <& QQ
& FTE1: E?ﬁﬁ&ﬁﬁ@%DrmPlugin ) DRM Server Fi§ license
F$IE 2: 1BIKIRS (MediaCodec) MABIRSS ediaExtractor ###i&
MERBEITHE, RE
1.2.3 &%
Wﬁﬁ?%ﬁ F¥a
$® $®
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& LZ&B5)  keybox #Efg ZONE MR STER LSRR R
Level 1 = T %%t 2 FHARLBAY  STRE S E R
F£H4A CPU 47, Hil7E TEE
th
Level 2 z T %eat 2 FIRARUBAY (RIS EIEIRENA
FEL CPU ARSI
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2.1 Widevine L3 FX#RTE
widevinel.3 HFAEEFE Keybox, ¥ OEM | AEEM Google HiE keybox, FHE
EH SDK, —AREKIATRMH widevinel.3 BIINRES o

2E" SDK #, widevine HXMEXHBRIERRF: $android:root/hardware/aw/widevine
™, WF:

|— android.hardware.drm@l.4-service-lazy.widevine
|— android.hardware.drm@l.4-service-lazy.widevine.‘rc

— android.hardware.drm@l.4-service.widevine X
— android.hardware.drm@l.4-service.widevine.rc QQ
— Android.mk »
— CleanSpec.mk

— demo

| | ExoPlayerDemo.apk
| L— readme.txt

— 1ib32

| b libvtswidevine.so
| | libwvdrmengine.so
| | libwvhidl.so
| L secure

| L— 1liboemcrypto.so

— manifest android.hardware.drm@l.4-service.widevine.xml
— nativetest

L— run all _unit tests in devies.sh

6 directories, 56 files

7£{EH widevine L3 EITJ? ETEREIGENEE XD, BBEKR: $/android/device/softwin-
ner/apollo/common/secure/config.mk, BE2&H:

((BOARD_WIDEVINE_OEMCRYPTO_LEVEL := 3 )

2.2 Widevine L1 FX L

widevine L1 FEMHE keybox, HEFEL2EMHZFF, MERER
SE 1. OEM | BmBI;EITIMN
S 27 OEM | BR1G2EMN SDK RZ2MEXM patch

% 3. OEM | A& EHIEME keybox

WRAFRE © BBEERERHERAE. RE—TNF 5
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$B 4. OEM | BEEE kebox M2E sdk [, S&EEMA %L, HIRIBEFIMEEREF~T
BE& keyboxo

SR 5. e, RWEHG
S, 6. OEM P4~ Mt 5,

2.3 MRACE

1. Widevine L1 &

REECE $/android/device/softwinner/apollo/common/secure/config.mk,

# drm config
BOARD WIDEVINE OEMCRYPTO LEVEL := 1

widevine L1 FEZ2EH, R£BoI%H,

g

Q@

>
2. &% buffer K/NEE, BMIARXRE buffer WA/NZFT 80M, MREERKAD YR
N, FEFIL buffer K, B EKRE: $/android/longan/device/config/chip-
s/h618/configs/p2/sys: config.fex:

[secure]

dram_region_mbytes = 80
drm_region mbytes = 0
drm_region start mbytes = 0

3. mediacodec F2E, —fx£EH SDK MEELREW 7, AN media codec.xml (&
#&: android/device/softwinner/apollo/common/media/codec) 'EEEE secure fi#

65%%0 <B\/
4. RETESRE, FBEL2EMH ()

2.4 keybox

widevineL1l BRETL] £ E&FF Keybox, MR EEEE Keybox, FFEEM widevine
license ARS523REVANPR, FATC/EREK widevine 4T,

1. keybox EX

widevine Keybox &7 —1M—H device ID, device key, IMZEZEHIHIEUREDATFKR
¥ Keybox BMMMNFE: BHFEK CRC:

WRAFRE © BBEERERHERAE. RE—TNF 6
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Field Description Size(bytes)
Device ID C character string identifying the devide, null terminated. 32
Device Key 128 bit AES key assigned to device, generted by Widevine. 16
Key Data Encrypted data 72
Magic Constant code used to recognize a vaild keybox:"kbox" 4

9 (0xBbB26f78)
CRC CRC-32-IEEE 802 3 validates integrity of the key data field 4

Total Size 128
2-1: keybox &
2. keybox IREUER KB IEMN
Y > {m . s

TEIRERRIZE: <>®
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X

Widevine and the device
manufacturer exchange
Factory Provisioining
Technical/Procedural
Requirements and PGP Keys

l

The device manufacturer
requests keyboxes by
sending a PGP encrypted file
of-device IDs to Widevine
Technologies

l

Widevine Generates a PGP
encrypted keybex file and
sends it to'device
manufacturer

v

Keyboxesianeloaded in a
secure, non-volatile location
on devices using a Widevine-
supplied Keybox loading utility

!

Keyboxes are loaded ina
secure, non-volatile location
on devices using a
Device/Chip-manufacturer-
supplied keybox loading utility

Destroys the keybox file

2-2: keybox JREURIZE
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FrERIRE 5 Widevine Z[EIMEERXT keybox iERMRMBXX 44 UEE PGP fA#
T,

3. keybox &K Email &3

[TEREESLUT keybox iBREE:

« BERERBEX:

Device Manufacturer: AT & F

Device Model: F=HRES

Number of keyboxes: 5K keybox #=2
Date: #&= mmddyyyy

Contact Email: B email it

B0, XYZ AFETE 12/25/2009 AigEE Sy BD1234 B~ mizR 2 keybox 7 emali
FEEWMTHER: Ny

Sl W b=

Device Manufacturer:XYZ
Device Model: BD1234
Number of keyboxes:2
Date:12252009

Contact Email:contact@xyz.com

ok W=

» Devices IDs X1{¥:

& Device ID § EMXHHIEA PGP #HITMEHMEIER email A, XHBHERXA
MFGR_MODEL DATE#OQFIDS.ids, X428 Device id —17, 81 device id &
EAE— N FERFEANFTE. =AM device id KERE 31 1NFT,

g0, 7 XYZ M E—1&% XYZ BD1234 12252009 2.ids, HERREFFISER de-
vice id F9—&B53:

(1) XYZ BD1234 808KVJH008324

(2) XYZ BD1234 808KVJH008325

4. keybox [E|EX %

FIREIBIBEKRT keybox 2[5, Widevine K4 N EEH keybox HEF— XML
BN G, XMXHEHIXHERZIER A MFGR MODEL DATE #OFIDS.keybox, {540
XYZ BD1234 12252009 2.keybox, keybox X &I PGP MZEEEA &,

WRAFRE © BBEERERHERAE. RE—TNF 9
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5.&ybox xml XHE QQ Q<> <>Q

<& <& <& <&

<& & <& <&

Q<> <& Q<> Q<>
© keybox xml XHERIT: S S
<& <& <&
Q<> <>Q 0<> Q<>

<?xml version="1.0"2>

<Widevine>

<NumberOfKeyboxes>2</NumberOfKeyboxes>

<Keybox

DeviceID="mEg__mod123_0000001 "><Key>c5f5cf3c2cb2cel75£2f5337a2f8fBab</Key>
<ID>9d56e4931762b52aa2le4e590df477b5cBlceB3e0579£f041£fa21f875c4cS5ed4alcd4c2331
e27e3f4a49352fb432557336£63blcb62549£fddc9224bB4d0c0364cB827365£c217d9%b0</ID>
<Magic>6b626f78</Magic>

<CRC>0bl11bB841</CRC>

</Keybox>

<Keybox

DeviceID:"qu_modlz 3_0000002"><Key>73e38eb4df 313ed4fceBaSab547ccTel2cl</Key>
<ID>215a40a%d13da3a9646335081a182869cbe78f607ce3ceb75061351a221411ae3f324ab5 1 «
5bfb'lc5;_)&@ffcd3 Bec094 38e7f928551$9 02921463153c441332d7a 875c4c5ed4alecd </ID> '%\&‘2‘
<Magic®Eb626£78</Magic> Qv& Qz?* Qz”‘*
<CRC»Z2b4c5e9f</CRC> O S O

ybox> < <& <
Widevine> QQ Q<> QQ
<& < /L
<& <& <& O
& & 2-3: keybox Sl
& & &

NS N NS
< < <
< O <
< < <
< O <
<& < <&
O O O
< < <
O O O
<>Q <>Q <>Q
S O S
O O ') O
< <& < <
O O S O
< & < <
Q<> Q<> 0<> Q<>
<><> O < O
<> WRIFRE © HRiELER @ﬁl‘ﬁ’z&ﬁ]o RE—IRF) 10
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125 keybox

OEM | M A TRFIAXH Keybox.xml X ZEHREHITI KE. WFI] /%5 keybox,
2ELRHUTHER:

PC 1. £REEkeys Board TEE 4 73R AwDrmTool
aonnE

h

(Ti 10 Keybox) prieybox.bin Widevine TA [ Decrypt

F Y Y

1 Mkeybox xml BT

S&keyborFrEr
keybox_bin ] 3 F3REdrangongN
'secure storage =
2 IEESkdybox 1 i
| Encrypted N
Keybox xml : feyo O i »  Decrypt

3-1: keybox B1TiZEE]

S8 1: Bk ARFER windews TH AwDrmTool.exe, M Keybox.xml £12EX keybox,
ARERB keybox WiZZEIMZN, MEBEZREEECENRNEE, ARTEEN, BARXTE
YR secure os/BHIAEZEH.

TEMNEBEWNEM TR, £ keybox @854 wkey N.bin, N RRFE/L1:

& AwDrmToel(V1.1)-by GanTiuye — >

Widevine Fl awead}@v fbout

input XML file: | | Browsa
output directory: | | Browse
Option
®) encrypt Total Items: Choose: | ltems
(0 clear
Mal:= Cancel

“{

3-2: keybox £ T A
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A BE

#E: Keybox.xml RAFELBENN, =EIGEZF wkey N.bin,

$ 2: f£A Dragon.exe #{T/%E keybox.bin

1. R E Y, R sdk device HHEE: android/device/softwinner/apollo/com-
mon/system/env.cfg BJ keybox ECE®H widevine Fi*

((keybox_list=widevine )

2. B2& DragonSN, 70 widevine $8XrIECE

Config ltem b
%8 |THplE o] )
>Q
WEHER |2 k|

BTEF |widevine |

KeyEdr |Widevine |

ke type iﬁash j
XEZR | |
Conzt> [

87z

o 3-3: DragonSN ECEE 1
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QQ <& <
& AN &% | E & _
widevine RIS
QQ QIQ QQ é-b
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Global Config x

BEEFE 0~

BE#E [F2key =

HIBEIP | |

HiEEROS [0 |

HEERAR | |

HIEEED | |

RS | |

i R A |]'|'[i|:r|:|su:|ft SQL Server LJ

e N |

HAE | | ¥

AREEE | |

ERFzE | |

ERRE | |

ERE | |

B2 [ILI\factory |

T

3-5: DragonSN EZEE 3

4. DrangonSN MeRREFELSHECEEHAETY, WEEEITANREXHZFIKE
global.ini, 1824 widevine HIECLE :

WA © BSEERERHERAE. RE—TF 14



@LWIMER )
X WE

H[global]

huk=0

setflag=0
setdata=0
burnmode=0

db server=

db port=0

db user=

db pwd=

db database=

db type=mssqgl
db primary key=
db default table=
solution codes=
db used column=
db used value=
db valid value=

LrootM\MILI Eactory

H [widevine] §
KEY Name=widevine §>
key type=l

key:replace=l

key grype=1
paptitiong€hecks0
key itemburnmode=2
data type=key
data soukce=bins
total=0

remain=0

inerease modes
dbpeimarygskey=
db_table=

value=

addition=

match=

verify key=

3-6: DragonSN EZEE 4

5. 1517 DragonSN, %# keybox bin FRifE BR#H1TIKE., &L adb, ®EFLBHREB, REHkk
ERHA#ITIRG, NRRERHSEFERE, MBEEHA bootloader F, FEHBOTEMAG
< reboot bootloader, #AFHIN uburn FLR]LAERERE 1R,

WRINFE © HRBEERRRINERAR. RE—IF 15
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HiEd, AIRERERTE =ZHIINFFF BEBTRASEZANFARBEXNIFA, TR
BEU RN AERRTREEZ S AR BRI (TR . 2EFWEMERNE=
Hﬁ?ﬁ*ﬁ&&ﬂﬁﬁf&ujﬁﬁﬁﬁx

WRINFE © HRBEERRRINERAR. RE—IF 18



	概述
	读者对象
	Widevine 简介
	Widevine 整体框架
	工作原理
	安全等级


	开发流程
	Widevine L3 开发流程
	Widevine L1 开发流程
	环境配置
	keybox

	烧写 keybox
	测试
	GTS测试
	Exoplayer 测试
	其他播放器测试


