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1.1 g5 B

FXEENZBILRRAFRALGT#E OTA AR SEMAR, EHE OTA ARREUNER
7%, HTH# Android OTA BEHIKIit,

1.2 ZAEE

AEREHRTF Android 12 &%, 3

1.3 #HXAR

EY AW DN

1.4 £AlKIE

e OTA: (over-the-air) TF FHIE A, 8§ Android RFREMNIFAERGEARSR, EHEITTL
BTHEMEBRBRRMARRS, MEFTBEIELS NHITIERE,

. boot boot X, @aQLmux Az &/ N root XA, EHRRER system SX UK
HithH X,

e system: system 97X, ®& AOSP(Android Open Source Project) R LR BIZRF UK
FEX . EERRET, ZOXBURIEERER. ENNBEREEBTE OTA ALIEFHE

e recovery: &% Linux 4, 8 Linux RZUUKRE A recovery #fE'J_J#LﬁY
4, recovery WIEARA T ENEMEHRERNTEMEHMD X,

¢ vendor: vendor 2 X & &7 AOSP(Android Open Source Project) R AEERIZMN RS
BRUNMEXH, ZaXRUREERER, ENABTREE OTA ALF 2WLE.

o data: FiT7#fi# ota €, EFHIE R TRIEN data P EEINE,

e Virtual AB (E#F: VAB) 5 AB RZ%EMUEY, RARETF Virtual AB BY super 7 XZEREIM
89, BhASH,

e vendor dlkm: vendor dlkm 43X, Android 12 ¥ig9X, {iITF super P XH, BEERFK
vendor 77X T lib/modules BRTH ko X, AT HE ko XHRM#FHTT OTA HXK.
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2.1 EiiE T

2.1.1 Device-mapper

—

[system

| S—

—
dm-verity 5

super

2-1: Device Mapping

System 93X dm &EEHRINE LR

BREEYENKX: supéer PX.

EZEEH dm-linear FALIMNEIZESX: J/dev/block/mapper/system a 73X,
B=FEEA dm-verity HARELMHKRILSI X F/dev/block/mapper/system-verity 53 Xo
&fg system 73 XiE#E/dev/block/mapper/system-verity 73X £,

- W=
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2.1.2 Dm-snapshot

[ dm-snapshot-origin ] [ dm-snapshot ]

reads

reads
writes writes

| original device J

(base) ( COW device J

2-2: Dm Snapshot

Dm-snapshot 9 XHEM&EHM:

1. 1B& system 7 X#{E/ base &%

2. COW & & FRMR%E base & EFINEIHIS 4o

3. Dm-snapshot &#&H snapshot B158l#, & dm-snapshot REEXf#:, 5% COW ig
&P, M dm-snapshot i&&iEXH, MM base &&F COW iﬁ%f@iiﬁa WR X HE
i¥ dm-snapshot 2432, MM COW &&Hi%; TNM base BERIR,

4. dm-snapshot-origin i{&#&H snapshot-origin BFRrEIE. RS XEHEEM base &&FFHIT
#E,

2.1.3 misc/ XA

misc 9 X AT BootControl. recovery L& bootloader Z[aERi& S,

0~4K:
struct bootloader message ab {
//fnon ab#Jbootloader message—1*¥HY, 7ZfEbootloaderSrecovery@BEHEXER
struct bootloadermmessagermessage;
//ab R#FslotiEXER
char slot suffix[32];
//BTFEiEOmahaEffifSiE, MRupdate _enginedOmahad®iF
char update channel[128];
//IREBF
char reserved[1888];

}i
bootloader message ab.slot suffix = bootloader control
0 ~ 2k: bootloader message

2k ~ 2k + 32:
struct bootloader_control {
//NUL, ZIERYERDS Lot fe4%
char“slot suffix[4];
//Bootloader Control AB MY (WMZ—1MEHEER)
uint32 t magic;

/ / ETEERRE R
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AT

}

uint8 t version;

//EFEEENslot MR

uint8 t nb _slot : 3;

/1 2R B ERERRIRIREK

uint8 t recovery tries remaining : 3;
/ /&P X MR snapshot & HIRES
uint8 t merge status : 3;

/IREF

uint8 t reserved[1];
//FiEMsotER, &FMslot

struct slot metadata slot info[4];
/I REF

uint8 t reservedl[8];
//WFEZAIMFIE 28 M FTHICRC32 (NEHER)
uint32_t crc32_le;

__attribute_ ((packed));

struct slot metadata {

/ /s otMIfsER, 15A\E, 1ARMKSONAREIBE
uint8 t priority : 4;

//slot=IHBEhFIFRRE

uint8 t tries remaining: 3;
//s\otBEMINEBE, BIHANL, BN

uint8 t successful, boot : 1;
//slot2EEAAm-verityRIFMmiRE, BH1, FUHO
uint8 t verity corrupted : 1;

//s otMREF

uint8 t reserved : 7;

__attribute ((packed));

2.1.4 DXNAE

bootloader_a

bootloader_b

boot_a

boot b

dtbo_a

dtbo_b

vbmeta~a

vbmeta_b

super

system

vendor

product

odm

2-3: VAB Partitions

BR7Y super 9 X, HttPXMREEHE, HBREED N AB DX (AN super SXFHES AB,

MEMSP XX ELEN, FrlL virtual’AB tb AB RAETERZZ(E,

A E R &MAET:

IRIXFE © HB2ERERHBIRAR. RE—INF
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# cdevice BRETF
PRODUCT VIRTUAL AB ?= true
ifeq ($(PRODUCT VIRTUAL AB), true)

PRODUCT VIRTUAL AB - := true

# boot hal

PRODUCT PACKAGES += \
android.hardware.boot@l.2-service \
android.hardware.boot@l.2-impl \
android.hardware.boot@l.2-impl.recovery

# Virtual AB(VAB)

PRODUCT PACKAGES += \
bootctrl.updateboot \
update engine sideload \
update boot \
update-recovery boot \
update engine \
update verifier

PRODUCT_PACKAGES_DEBUG +=-\

PRODUCT HOST PACKAGES += \
brillo update payload

AB_OTA UPDATER := true
AB OTA PARTITIONS +=A

product \

system \

vendor \

boot \

vendor_boot \

dtbo \

vbmeta \

vbmeta vendor \

vbmeta system \

vendor dlkm

v

# add dynamic partitions retrofit property
PRODUCT PROPERTY_ OVERRIDES += ro.boot.dynamic partitions retrofit=true

# Enable Virtual A/B
$(call inherit-product, $(SRC TARGET DIR)/product/virtual ab ota.mk)

endif

# OTA app
PRODUCT PACKAGES += Update

bootctl \
update engine client \ 1
r.vendor <§$
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3.1 OTA E17/RIE

Android F&1&# Google diff arithmetic ZH &I, ARBZIFEEARUARESH%K, OTA

BT REE TR

Network

OTA Server Device

3-1: OTA E1T/RIEE

1. OTA Server AFMNEMHEHIT LT, FHUKRRERNER,
2. FAEHEEN Android R4fG, BIESHIFIAGFHEDE, AEREFRIHEITERE
EEMMRAEE,

3. gE@EE wifi WMRHITERANFEH, RETRERLE.
OV

3.2 OTA ALRIENA

3.2.1 F&xZE OTA ALKAIE

ENENBEREN:
— META-INF
| == com
| L— anroid
| |— metadata (EREMNABTER, A), UES)
| L— otacert (BRIIH)

IRIXFE © HB2ERERHBIRAR. RE—INF 6
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F—payload.bin(EHTEARE)
—payload properties.txt (FEFEHNAN, BEES)

HAR) OTA ARRIZRAAT UD NN THE:

1. REARMRE OTA RS2, HHIAEMENATAEY. ARETLUESREREHRARN
IzfiE, HELL U &, SD &, BohiEENE#THE.

2. BB THE data PX (FIME data/ota_package, HEAFTXHE 777 R, selinux #Hx
BEE) .

3. EERIRNEHEM payload properties.txt, HIRIEEEENEMEMRE, REEHA
BRI TR M,

4. YR RecoverySystem.verifyPackage #1THERYN (MNBXZZESF Hsysten/etc/security

Jotacerts.zipX{F#HITIEIE) , JAA UpdateEngine.applyPayload #1TH %K.

UpdateEngine A%RIERBTEE, BEMN—THER,

ERBEMERLERE, 17T uboot. bootloader EEFMLEHRNE-

EFHERE, FEER Merge B, Merge RIEART %, BEHRN—HHER,

KWELRNE: ERH, MREBHERKM HBESBLEEEHN) ltl\;fﬂ“%lﬁlié"é:“tut—ﬁﬁ

Zx, <&

QL o U

»

3.2.2 UpdateEngine #4nis

HHEARBEESIET  android/system/update_engine/B R @i main.cc HNFAERIE, F&
FEDNAN:

1. ARETH
2. et
3. FEH#

3.2.2.1 ¥k

IR EREE T !

WRAFRE © BBEERERHERAE. RE—TNF 7
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#eatt
CommandLine

'

WSS

'

PayloadiQl&

!

BRIV

\

SRS B

!

2]

'

£2INEITHRE

3-2: Update Init

1. ¥R ERNATE: update engine client android.cc
2. ¥1%A1k CommandLine

3. XBY UpdateEngineService iR53, HUMARS RS

4. 15 Payload, #MZEXLIAR, RAEAEXNTHTIE
5. TBEFRRTHEVEHT

6. YPEEH5IZE daemon

7. RLFAEH

8. binder KL BIT@AMHEEH5|ZE daemon

<>\/
TEREIEERNAEHNENRNES, B EMRS=RAZIEARE update_attempter android.cc
89 ApplyPayload

3.2.2.2 Ef

nTrE:

WA © BSEERERHERAE. RE—TF 8
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X

=ed

!

N F3Playload

'

FgEEFrActions

v

RERSHIBA

v

EFRFRE

'

AL IEFT R

3-3: Update Main

O
ERMMEEsT: N\
1. EfaAES
2. MIEEH Actions
3. & EFEFRSFEAN
4. BHRIT
5. HITEH Actions
6. E# Merge

TEEWEA NI TR, TAHE¥EHE Merge

—. EHfREE o

EFTIAS LS

:

keyEexd

Y

#Ihaikinstall plan

3-4: Apply Payload

WA © BSEERERHERAE. RE—TF
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1. BFREE
2. key kEPRLG
3. #¥1%a1k Install Plan

SRR

install_plan_:

download url T#E&RE

version RRZ<

payload: {size, metadata size, type}
public_key rsa A8
hash_checks_mandatory 3&#lhashi®Z
is_resume payload BNMEE
source_slot /Eslot

target slot H#rslot

powerwash required 3®777&E%
switchi’slot_on reboot EEZHEslot
run post_install RGBT

write verity B NIIE

install plan 8% TR B#x slot. payload 58. RIAH. i slots @ﬁ?‘f%iﬁzﬁﬁ%g
R, w

a1k InstallPlan f5, =#i51k fetcher, —1 HttpFetcher 3%, &8 7TEMENES. T
HARNEE, TERT Download EFHEMER. RABEHFIBMIESEFEY Actions

—. MEEH Actions

Actions#Jia{t

Y

Actions4EE

y

ActionspA% |4t

3-5: Build Actions

32 Actions FER¥ update boot flags action, cleanup previous update action,
install plan action, download action, filesystem verifier action, postinstall runner action
73 Actions # N\ processor B Actions BAFIH

FHREERANZ— M WmAT, EXERE
android/system/core/fs mgr/libsnapshot/include/libsnapshot/snapshot.h

WRINFE © HRBEERRRINERAR. RE—IF 10
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= REEHRENEA
FEREN:

IREFTIATS

Y

MMZE LTSS

v

TS AT A

3-6: Set Status And Notify

EHREHA: \
None EFi4

Initiated #0%41k

Unverified R

Merging &HEH

MergeNeedsReboot i&EKreboot&HEHM

MergeCompleted &35EhL

MergeFailed &35k

Cancelled EGH

. SR

EBREN:
<§\/
igEpayload=iz
IREL

Y

IR EEFTHT

B)Ek

3-7: Update Prefs

FEHRIFINEE T EFREEET metrics utils TRAFIZRES

WA © BSEERERHERAE. RE—TF 11
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F. EF Actions

FEREN:

WiTprocessorqy
actions_FAFIAZE

Y

Actions{@IREAE

3-8: Actions Done

WITEMEETEMRE, BZrtEER Actions —M—"MATTH push, %L{@%ﬁ—ﬁ\ Actions By

PerformAction().

EIRIEEEES TR Actions:

UpdateBootFlags
Action

!

GetCleanupPrevi
gusUpdateAction

!

InstallPlanAction

A/

A4
<O DownloadAction

!

FilesystemVerifier
Action

v

PostinstallRunner
Action

3-9: Actions

TEEFMHR, TEEREIBXHELL update engine BRAEE:

1. update boot flags action

WA © BSEERERHERAE. RE—TF 12
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#i#rboot flagsE
FRE

:

frigboot{k®

v

ActionsF=Ek

3-10: Update Boot Flags Action

FENBES7ET update boot flags action.cc, fEARE: 152 boot B FFIA

2. cleanup previous update action y

HEMEERE A
VABIESH

v

EFRE5BootTErt

v

1B & FBootiRs
oAk

!

tEMimetadata®
oER

@ Ybl lEESnapshotig I
oY Lo ® |

N
Y
EiFRI—AER
MergeFenk

3-11: Cleanup Previous Update Action

FERIEESET cleanup previous update action.cc, {EAR: BREI—RMNEHR

HANIZAEE ST URMARLBTH (sys.boot completed BMEFRIEN true) , JAEHKN
Boot @EWITICABEIRIN. BEWMERINGE, MEN metadata P XEVEH,. FIEHFIERS
2F recovery, WRLAF, NIEIE SnapShot i18%, HREFFI—REHSFMI; FAFN
BHIESF—AREHREHR. SHERMBEIFIRE UpdateState, H#THTITFHAMEK, &
HIhiE, M=RE kSuccesss,

WRINFE © HRBEERRRINERAR. RE—IF 13
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3. install plan action

FEREES7ET payload consumer/install plan.h, EEEBEE%E install plan S

4. download action

SREFOIFTED

InstallPlan

thHInstallPlan

v

fEtrInstallPlan

'

f&Mipayload
25 MG

TrigBrslot AR
Bll=5)]
v
$EEYmetadata® T&iIpayload
signature/)\ 15
WAk fetcherfiBY
iR A fEiRIEER
L )
o | ESYEAEE
FrAaEH £ 1

3-12: Download Action

FERBEBEEET download action.cc 1 payload consumer/delta performer.cc, EF

2. THENREHRE

HNIZRIZE St = 3RBY InstallPlanActions %3 install plan , fAEXEH#THENT, FKREE
HEN—LEE, TEHEFEZEN, ETHNSKEE slot fRE2AFRAIBE, AFIRE mete-
data # signature BRI, B2 payload 89Ky, B#IEW fetcher, MUMRITEEREFA
FZEKRDN. FIaEHEN, WK curl, RAEHIKER HTTP/HTTPS/file FAXHIENEH
B, HIENEY, BT Write EEXH (RE=1AAE delta performer.cc) , EERLERG, &

3t payload #1715, FHiw

BERS

AF 1) . THERMSHEE install plan , RZMSHETEH,

5. filesystem verifier action

THTR (BERARIELERINIUL, payload HHEmMS

WRINFE © HRBEERRRINERAR. RE—IF
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ﬁgjﬁgﬁg t&HInstallPlan

mwigéﬁz% é?%%g%ﬂ%
L] )

TEHSRES BIRIRS R
: 1

ENGREIE i
)

I SriE i BREFHRIES
v }

A > EEEE

3-13: File system Verifier Action

FEARBEEET payload_consumer/ﬁlesystem_veriﬁer_action.cc,><T?EFHIE'E: RIFRE D
X

HNIZRIZE L2 IREN InstallPlanActions {£38Y install plan , AE@BTMNLIREE S

XEFERY: =8, WEEREIREZERINER (A, #ASTKRERIZ. MEEIRER, &l
HAINXERS, FRITESHNSXREENMUE, RIBSXABENS X, ENERZEREHXY
N7, BEITEFTXKEERE, RETBEMIXE, RERIXER, BERKBTAESX
&, REIKDN, il install plan .

6. postinstall runner action

FEBInstallPlan #tHnstallPlan
oY ¥ A
FITRESTEEN K BfTsloti Az
ErEEmE Zfislot
HES R SR A
HEREERES FIRIEHETAE
ETHSHSR 1
BEEETESK I BEETESKE
ElfE-7 | HRIE
HEERERFE | FEERERES
S5 o 2

3-14: Post install Runner Action

WA © BSEERERHERAE. RE—TF 15
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FERIBEEET payload consumer/filesystem verifier action.cc, fEARZ: RESX

HNIZTRIZE L2 IR BN InstallPlanActions {3 /) install plan , AERITEEXFRIE
FEFELR, AABRNMNESEEREIIERN. RBIESXE run postinstall EHFBITESXE
NE, KIULATLUREGEITHEEEE, ARMHERTREGETHSNIX, HBECIIZTES
B, BRWEH. BN XER, REEHNENKRE, BEEANRE. AR BARFHEERTH
17, HPERMEN. FAESXUITERE, BALKMNEBER slot EATXES slot, &EHEH
STRZAY InstallPlan.

=EEH Actions TR, HERER.

3.2.3 Merge itz

AHMEETERAERE, Super HXMAEHEMEHIRNS,

1. AZkHIRY System

/system mount }

A

p
Idev/mapper/system-verity }

(dm-verity)

Y

-
/dev/mapper/system_a }

(dm-linear)
A

0 3-15: System Partition PreUpdate

2. FHEREY

WRINFE © HRBEERRRINERAR. RE—IF 16
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[ update_engine ]

-.___Uestination
S0UrGE e
' { Idevimapper/block/system_b J
[ Isystem mount ] \ (dm-linear)
[0, Ieanystem_ajL./"" \-\ [len{system_a) len(system_b)]
v = .‘\
- ' K { dm-snapshot } \'\
Idim/blsystem-verity — \
(dm-verity) ) ﬁ;;’ \_\. cow '-\_\
— N \
— \\ p
e 'y N\
[dim/bisystem_a ) Id/m/blsyst 1\
— 'm/blsystem_cow N
id!nﬂbr‘systgm_b_base (dm-linear) \
(dm-linear) ) ) N
——— \
- — T — '\)
IdevfloopN Free blocks in super

(/datatnfsystem_cow_file)

3-16: System Partition Updating

% update _engine FIGE— 1R system S XBIIHE, ER 'JED(‘F&@?

(1) BEF system a &% system b base &% (dm-518%)

(2) 7£/data/gsi/ota/B R TFEIE system b-cow-imgsimg.0000 3XF, Af5i@id/dev/block/loop0
REHITHES. AEE dm6 18I HMEE system cow £

(3) 83 dm-7 (dmssnapshot) &%, FEMIFH system b

(4) ¥J7 dm-snapshot i&&, ¥ OTA AREPH system.img 5%, IERNEHNRR, ME
2T /data/gsi/ota/system b-cow=img.img.0000 X,

(5) FkmINZIE, A boot ctrl FHY SetActiveBootSlot H#4: ¥ a (B#i slot) B
priority {Ei&/N (MIRZKFE 1) - AEE b (BHLEKD slot) B priority Ei&~ 15 (&
K) , LA tries remaining BIEIEH 6 (AEXK, mZAILUER 6 R) o

4
(1) EFgTRaEigE:
[INFO:dynamic_partition control android.cc(319)] Loaded metadata from slot B in /dev/block/
by-name/super
update engine: Successfully unmapped snapshot system b
vold : Disk at 253:5 changed
update _engine: [libfs mgr]Created logical partition system b-base on device /dev/block/dm
-5
vold : Disk at 7:1 changed
gsid : Created loop device /dev/block/loopl for file /data/gsi/ota/system b-cow-img.img
.0000
update _engine: Mapped system b-cow-img to /dev/block/loopl
update engine: Calling GetMappedImageDevice with local image manager; device /dev/block/
looplmay not be available in first stage init!

vold : Disk at 253:6 changed
update engine: Mapped COW device for system b at /dev/block/dm-6
vold ¢ Disk at 253:7 changed

update’ engine: Mapped system b as’snapshot device at /dev/block/dm-7
[INFO:dynamic_partition control android.cc(173)] Succesfully mapped system b to device
mapper (force writable<= 1); device path at /dev/block/dm-7

O

IRIXFE © HB2ERERHBIRAR. RE—INF 17
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(2) FEMThZ G, JAMAboot ctrlid@iSetActiveBootSlotEiE:
[INFO:postinstall runner action.cc(376)] All post-install commands succeeded

3. OTA A5, ERE, uboot I slot HI#E7 2. (Google uboot SEHEAH)

(1) ®HFRAE slot, WMERi% slot M tries remaining /7 0 MBEIE (FMiZ slot BE, ¥ b &
spEEBER, WEXBYNEE a R4) . AFIEEF priority == slot #1TEE (F4R/E, ab
F bEE) (2) NRYUH slot B successful boot 3 0 (OTA AREBRING, SFIEIR
72 1) , M tries remaining &R 1 (3) # slot_suffix BIENRA b

4. OTA A% semifa, ERIETR

{ Isystem mount ]

|

[ /d/im/b/system-verity ‘

{dm-verity)
y
O

><>

/devimapper/block/systemgb
(dm-linear)

[0. len{system_b_base)] Qm(system_b_base].len(system_hJ]

dm-snapshot \
@ \

\ AY

base ,,/"" ‘\cow \
— N
_ N,
\ N
fd/m/bisystem_b base ldim/bisystem_cow \\\
(dm-linear) (dm-linear) \\
— \
— T AN
L E—
{dev/lgopN

E loeks i
(/datal /system_cow_file) L ree higeks In super

3-17¢ System Partition Updated
o

(1) £ dm-0 &%, {EN system b base &% (M5t super 7 XHH system 73X)

(2) BIE dm-1 i&%&, 1B system b-cow-img &% (M5F data 9 XHH system b-cow-
img.img.0000 )

(3) Bl dm-2 &%, MIIH system cow €&

(4) BIE dm-3 &%, SR dm-snapshot i&& (system b £'X)

(5) ¥ system SX#E#H#E dm-3 £ (dm-snapshot i&#&)

(6) RERFKBDhIE system 77 XBVEHE, WRIEFNHIXH, £ system cow FiEREIBH
T, MEEFE system cow FAIH,

Efirst stage initIEHOIEIMEE:
init: Creating logical partitions with snapshots as needed
random: init: uninitialized urandom read (16 bytes read)
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init: [libfs mgr]Created logical partition system b-base on device /dev/block/dm-0
random: init: uninitialized urandom read (16 bytes read)

init: [libfs mgr]Created logical partition system b-cow-img on device /dev/block/dm-1
init: Mapped system b-cow-img to 253:1

init: Mapped COW device for system b at /dev/block/dm-2

init: Mapped system b as snapshot device at_/dev/block/dm-3

5. EBSEME, FHiA snapshot-merge

{ I/system mount J

l

d/m/bisystem-verity
(dm-verity)

[ Idevimapper/block/system b J

(dm-linear)
[0. len(system_b_base]] - " \\{Ien(syslem_b_hase)Jen(s‘/stem_b)}
1,
dm-snapshot-merge \\
b —\ cow ‘\\ s
ase L A\ WY
— AN \
o \ \ QQ
— Y N
— \ \ >
\
/d/m/blsystem_b_base ld/m/blsystem_cow
(dm-linear) (dm-linear)
,,-"”--/;(’- _7—17_7—__‘—;_‘—1-7 X
/deviloopN Free blocks in super
{ (/datal.../system.cow_filg) J ( =

3-18: Snapshot Merge

(1) EFIE, A BootControl B MarkBootSuccessful &%, # successful boot F
tries_reémaining &7 1.

(2) ¥ dm-snapshot & &i&HN merge RKZE, ¥ cow €& base REMVABTHITEFH,

(3) umaped HRHNKE

(4) BHMIMZE, BE/data/gsi/ota BRTH img X# M R/metadata/ota B R FHAEX
X1

(1) Brh5EmzZiE, JAmMEBootControlMMarkBootSuccess fulEEk
[INFO:cleanup_previous_update action.cc(137)] Boot completed, waiting on markBootSuccessful
()
(2) #ITEH, KE30HES
17:34:51.739365 [INFO:cleanup previous update action.cc(338)] Attempting to initiate merge.
& Edm-snapshotumerge:
update engine: Successfully switched snapshot device to a merge target: system b

[INFO:cleanup previous update action.cc(302)] Waiting for merge to complete: 8%.
[INFO:cleanup previous update action.cc(302)] Waiting for merge to complete: 20%.
[INFO:cleanup previous update action.cc(302)] Waiting for merge to complete: 27%
[INFO;cleanup previous update action.cc(302)] Waiting for merge to complete: 33%
[INFO:cleanup previous update action.cc(302)] Waiting for -merge to complete: 40%
[INFO:cleanup previous update action.cc(302)] Waiting <for merge to complete: 48%
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[INFO:cleanup previous update action.cc(302)] Waiting for merge to complete: 55%.
[INFO:cleanup previous update action.cc(302)] Waiting for merge to complete: 63%.
[INFO:cleanup previous update action.cc(302)] Waiting for merge to complete: 70%.

)1

)1

)1

[INFO:cleanup previous update action.cc(302)] Waiting for merge to complete: 78%.
[INFO:cleanup previous update action.cc(302)] Waiting for merge to complete: 85%.
[INFO:cleanup previous update action.cc(302)] Waiting for merge to complete: 93%.
(3) unmapi&®, AlGEMdataBR THimgX
update engine: Removing all update state.
(4) merge5ehy
17:35:21.018875 [INFO:cleanup previous update action.cc(262)] Merge finished with state
MergeCompleted.

6. Snapshot-merge /G

/system mount
" ™
/dev/imapper/system-verity |
(dm-verity) ><>
~ J
d 3
Idevimapper/system_b
(dm-linear)
~ J

3-19: Snapshot Merged
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4.1 OTA WA LKSEHE

JR4 Android 1=##H Recovery AkizF R ZFEH system 57X, recovery 77X boot 73
X, BRItz 9, FAIVBRIE=mAFS, 48 Recovery ' BT —%&H5INEE, LUKRE BSP WEHSE
Z,

oXEE BEXE ERLAREALEARE

Boot X E# v
System 72X E# v
Vendor 9 XEH v
Recovery 93 XE# v
Env S XEH v
Bootloader 7 XE#h V
v
v
v
X

Boot0/Uboot H%
sys_config.fex S
board.dts B

sys partition.fex S

X X X X XX << < < <

BEFEENE, BSP FNXTERWABAEREHERE board.dts #H, MIRFEEH
board.dts WECE, FMATEL EFETAZ. NRFLEHSEIUFGIE ota BRIMZAE, sJUSE
LT B REOIZAS S android/device/softwinner/common/vendorsetup.sh

4.2 #IfE OTA B8 TR

£ OTA RIBARER D =18

e TargetFile: B&HI1ER HaI4RIFRZASHY system 59X, boot 92X, recovery #XERNZA,
ATATFHIE OTA TEBMES .

o OTA XA BEXRXARRENAEAS, AIUMZEIZ MREAEREALEHFIHAREA, F
EFREEAEELFIMAR TargetFile,

o OTA ZH8: BARKRARBEMZERE—MRENALAR, RERFZFE—RE
HEEHFIMA, FEEDEREZRIENRAR TargetFile MHFik4H TargetFileo
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4.2.1 #lIE OTA =Ea
4.2.1.1 #1E OTA =EaH%

Tz

$ source build/envsetup.sh
$ lunch

$ make -j8

$ pack4dist[-d][-v]

MRFBEXNEGHHITER, EBAXEZXHMA android/vendor/security B, RIEAE, 3¢
FR2EH, FBEMNL-v SHERARERFARK,

$packddist RS

$packddist -d FITENAHRE

$packddist -v &L |
spackddist -d -v BR-EHTEFAEE ¥

fEA ERITETTE pack4dist = Bah4E K B ixXH & (target-files-package) EKEH:
$0UT/0bj/PACKAGING/target filessifitermediates/$TARGET PRODUCT target files.zip, & B R %R BHIFX
e, MEERA: $0UT/signed target files.zipiE: E A target files.zip XHEEESE
H—RfRE, BFEE%ERK OTA &,

4.2.1.2 pack4dist ETHITEE

packddist F=BoERERXGERRAFET N THS:

1.TargetFile &% o

FIFRERH OTA ARBRIRIZNT:

$ sign target files apks -d [key path] [unsigned target file.zip] [signed target file.zip]

[key_path] AFK key XHXHEKREZE, GNREETIXMHE, WEKINERAEZZW ota &) F
EAIE 4 D key 952 media, platform, releasekey, shared, BEAEEUTXHE: me-
dia.pem, media.x509.pem, platform.pk8, releasekey.pem, releasekey.x509.pem,
shared.pk8, media.pk8, platform.pem, platform.x509.pem, releasekey.pk8,
shared.pem , shared.x509.pem [unsigned target file.zip] R R E—FTEMBIEEZTZH
TargetFile, [signed target file.zip] FRnap LHL S EINEZ I FRZ M TargetFile,

2. MFREMW TargetFile {52154 (boot.img,system.img #1 recovery.img)
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$ img from target files [signed target file.zip] [img.zip]

[signed target file.zip] RRELE R/ TargetFile, [img.zip] R <LHHFINERES
o

3. f2[£ img.zip, S FH boot.img,system.img # recovery.img &% out/target/pro-
duct/[devicel/ T, E# pack BEAIRRMEMYN, BEERINEH.

4. %) ota BFEEE

$ ota from target files [target file.zip] [ota full.zip]

[target file.zip] &RTELHR TargetFile

[ota full.zip] RFHLHIEEEN OTA =BE

4.2.2 &I OTA ZH 8 &

$ ota from target files -i_[target,file vl.zip] [target file v2.zip] ota inc.zip

[target file v1.zip] RREIERBIRRA vl #Y TargetFile

=z
[target file v2/zip] RREEEZZEIMAS v2 B9 TargetFile

[ota_inc.zip] Rindr<HEFEIR OTA ZHE
ARSI

1. ZEHBNEEHR=REEFE K.
2. BfF—1TBE, BIEMYRTRERN—1 target-file XX+,
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5.1 MNMABFHAK

5.1.1 #=ENHA

¥ ota BRMFIINBEMEREABEERERIMBET U TAXKBIFALAND, EZF ota BHFITHE
1. RSB S NEXET:Settings->System->Local Update
2. RFBES NPT I§E-> RS> KMFAL

g

O

&
5.2 update engine client #<74&k, SEBTF debug
W

bin XHHEFHEE OTA ARE, GRNERBEBRAS:

SRR

payload AAESHERNGIE, e AERhttplA

sizeAFILE SIZE

headers: W& payload properties.txt, SN RERBEF—HHN

offset: f{EFFmetadataMpayload.bin#yfE#%, Wpayload.bin:1351:7964794M0ffset 71351

BEidadbB AL Ta<: &

update engine client \ S

--update \

--follow \

--payload=file:///sdcard/payload.bin \
--5s1ze=624814625 \

--headers="

FILE HASH=65bxQVtEZNdJpfcz7DCyQZDT4UWZgYaR1m4adSswX6g=
FILE SIZE=624814625

METADATA HASH=p9G5IbC4ZbCUxBe+nyRPfxHNkwEV/61ir0bVLFc1PQ24=
METADATA SIZE=43017

OTAAERBFHEK

update engine client \

--update \

--follow'\
--payload=file:///sdcard/update<zip \
--0ffset=6788 \

--51ze=315116676 \
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- -headers="FILE HASH=q8A90+LeJsBEpvoE2yGimQ/CkFfCyq48y60H1Kc/
FILE SIZE=315116676

METADATA HASH=6h410R5bhAKdMt LAUeKGVI+ygsP1In78kji6Rzg/g4Q=
METADATA SIZE=50062

5.3 Recovery IR\ FHHE (FZFHFEDE)

5.3.1 Apply update from ADB

EEHAEPCEE, d: E:/update.zip.

.3 \Recovery,

.#%E$EApply update from ADB,

4TFFcmd, HiwAadb sideload E:/update.zip.
.ZEf$TENInstall from ADB ‘complete.FR5EM.
.%&Ereboot system nowZESFHi#H Nandroid,

o Uih WN -

5.3.2 Apply update from TFcard or USB

JEEERATFESUER,

.3 \Recovery,

SENTFEZHUE

.TRecovery¥ g %iFApply update from TFcard or USB
AREAR BRI BREHIEEF AR

.EfFTEDInstall from SD card complete.FER5Em.
%R réboot system nowEREFH#EH Nandiroidd

No u b WN -

<BV
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6.1 FXEAE

XH#12: android/device/softwinner/ceres/BRT (ceresAMNNAR)

B!

1. B ceres b3.mk

EAR, IRECONFIG OTA FROM 11Xtrue
CONFIG OTA FROM 11 := true

2. 1% sys partition.fex flAndroid 11 HEE—H, WFA—K, FERARI—HHNEHK
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7.1 ALFEEEI

7.1.1 OTA FEEMZT D XEBERE KN

Recovery RE—ME1TE Linux tM—NEBNARER, B EERINIE S XRH#THE
B, FILE—XREFNMEEPXNHEMANRERE, HEELEARARSXHMEREKR/N
BARE, OTA REERTHXEB M7 XK

g

O
7.1.2 misc HXEELTEBHNRHIRE v

misc 57 X2 Recovery 5 Android Z[EHFZE, AR misc #XHEENELE, 2SR LR
MRATETHE NEIE, M= Recovery THEERE. 1IRILINEER T FERME, EHMR misc
P XBIIEET B/dev/block/xxx F E R §EE/dev/block/by-name/misc B BN EHIES

root@android:/dev/block/by-name# Lls -1
Trwxrwxrwx root root |2020-11-10 07716 misc -> /dev/block/mmcblkOpl0(miscsy XERHEE)

root@android: /dev/block # 1s -1
brw-rw:--- 1 system root 179, 10 2020-11-10 10:15 /dev/block/mmcblkOpl0

ais
7.1.3 Recovery 4k

ARSI

recoveryt&EmF:

1. EXNRIEEdatasnX, FrbU&EeIEsnapshot, BEEINEFHITERBH R,
2. MRsuperpXsize W FHREME, TEEARSEREENsuperm X,
3. MEsuperPXsizeKFHEEFME, TEEAZFISEBREGNsuperaXo
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7.2 %tk OTA B& W@ EEFEI

1. TargetFile ME#RECEMNX S 747 Android i&&#17T adb pull /system/build.prop
2B 2)XANEHH build.prop X434 F TargetFile, f2EH¥EE SYSTEM/build.prop,
XFELXF S build.prop IR —, REXPEHH TargetFile 2ILEH,

2. metadata PUEZSRIKATIRENFI N BY payload properties.txt, S NAHKBAREBE R —1%
58

3. ZPERALRAMEEETHEA: META->INF->com->anroid->metadata , #XRT M
T ARRAS AR RN ARRES,
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E1E =R

WRAXFAE © 2022 HKRiEEERHRHBRAT. RE—TINF,

AN RNBERERRUERP, HEENBKELTRERGERAT ( “2F ) HEHRZ
_t)J*y*lJo

AR E2SHREFRMRRIM =, RELTFEITFA, FARUMTAFFEEHL. £
fil. B ARVEBRAIEABTHBIHEE, BERSFUEMAPHERE,

(ot

LLWINER LLWINER LLWIMWER'
C @*m@%"—a‘ *‘I’ *i C (R 5= 2%

é)ﬂhﬁﬁéuﬂ&kﬁﬁm BB EEMER. EAEERNTmPHRANEERS
*T’ Fﬂﬂ%ﬂ: ﬂ]ﬂ[ﬁﬁz%ﬂ'\, igﬁﬂﬁ%@ﬁﬁﬁkﬁﬁo

REFNA

BHEON~m. RSVFENRESHKE2ERKROEBRAE (7 E”ﬁi@ﬁ%%%ﬂé
EFMFREILIR AXEPEARN2EHER D ™~ m. RS AFEAIRER A EFr LS fEBEERE
N EARIBIARRIRERFMMAERRA, HREREAXENERNR, ERBTREEH
FAYERITH (BEERRFINEE, 8, BRER) EMNAFER, £EMFARE,

¢2%¢ﬁﬁ%ﬁ RESE BT mREARLEMRE, FAXEABTEREEN, 88X
B, BAFTEN. 2EREDNELAXEPREFEHNER, EHFTHERBTT2REHEIR, H
ﬁm$2%ﬁk$ﬁ%(@EﬁTm$ﬁﬁm\ﬁﬁm FEREIHIR) BRERIEF=ZHFNAE
t, @EHAAT. AEPHFRERFRR. 58 MBINHF AR EARREERERIES &S,

AR BRE R RE B th 75 TR T 2 EERT AR FN. BRI R ERTmAY
HiEd, AIRERERTE =ZHIINFFF BEBTRASEZANFARBEXNIFA, TR
BEU RN AERRTREEZ S AR BRI (TR . 2EFWEMERNE=
Hﬁ?ﬁ*ﬁ&&ﬂﬁﬁf&ujﬁﬁﬁﬁx
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